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The  Fundamental Shortcoming in Current Cybersecurity 
 

The fundamental shortcoming of cybersecurity is the fact that a secure link is missing 

between the authentication of a valid user, and the authorization of an action.   The 

authorization of an action could be the execution of a financial transaction from Bob’s 

bank account, a stock trade in Mary’s brokerage account or access to important data on a 

private network such as SIPRnet (e.g. WikiLeaks).  The authorization of an action 

typically occurs through the web browser since the browser presents a convenient 

interface for a person, but here is where this important connection between authentication 

of a user, and authorization of an action is broken.   

 

On current systems the user authenticates on the host domain machine (e.g. mobile 

phone, laptop or PC).   Then the same host domain machine also authorizes (and may 

also execute) the action.  Since the host domain machine can be hacked, the lack of a 

secure and direct link between these two events breaches the security of user 

authorization. 

 

Part of this  shortcoming occurs because biometric authentication is typically and naively 

represented as an on/off switch – if in fact the system even relies on biometric 

authentication. In the same way, if this on/off implementation occurs in an untrusted 

computing environment, then outstanding biometric algorithms and sensor(s) become 

irrelevant because the biometric authentication can be circumvented between the user 

authentication and the authorization or confidentiality part of the security system.    

  

The use of biometrics is, however, critical for  proper security because it is the best way 

to know who is actually initiating a transaction.  We further emphasize that even with the 

use of biometrics, if the handling of the biometric information, storage of the biometric 

data, or control of actions based on a biometric verification is done on an unsecured 

host, the value of the biometrics is greatly reduced or nullified.  Biogy’s secure module 

design and implementation securely binds biometric authentication to authorization of an 
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action, all within the secure module.   As a consequence, the Biogy secure module 

solution addresses this common biometric authentication weakness. 

An additional aspect of this weakness is that the action can be hijacked  –  for example, 

by executing a Trojan attack on the host machine.  In other words, a valid, authorized 

user cannot be certain that the action he or she is trying to execute is what is actually 

being done. A concrete example of this weakness is the untrusted browser attack used to 

steal money from a person’s bank account:  Mary’s web browser is telling her that she is 

about to send $500 to Bob’s account, but in reality her untrusted browser will send 

$50,000 to another account.   

 

Since the web browser is executed on the host domain computer, the browser cannot be 

trusted even when using PKI and one-time passcodes!  A recent untrusted browser attack 

on the gold standard of security, RSA SecurID, demonstrates this surprising fact.   The 

consequences of this particular cyberattack were that $447,000 was stolen from a 

company bank account in a matter of minutes, even though the valid user was using one-

time passcodes to make the transaction more secure. The details of this cyberattack are 

shown below in a recent MIT Technology Review article.  

http://www.technologyreview.com/computing/23488/?a=f 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


